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QUESTION 1

According to the AWS shared responsibility model, which activities are the customer\\'s responsibility for security in the
AWS Cloud? (Select TWO.) 

A. Hardware maintenance 

B. Amazon EC2 operating system patching 

C. API access control for AWS resources 

D. Configuration management of infrastructure devices 

E. Maintenance of an Availability Zone 

Correct Answer: BC 

 

QUESTION 2

Which of the following are ways to improve security on AWS? (Choose two.) 

A. Using AWS Artifact 

B. Granting the broadest permissions to all IAM roles 

C. Running application code with AWS Cloud 

D. Enabling multi-factor authentication (MFA) with Amazon Cognito 

E. Using AWS Trusted Advisor security checks 

Correct Answer: DE 

 

QUESTION 3

A company wants to migrate its on-premises relational databases to the AWS Cloud. The company wants to use
infrastructure as close to its current geographical location as possible. Which AWS service or resource should the
company use to select its Amazon RDS deployment area? 

A. Amazon Connect 

B. AWS Wavelength 

C. AWS Regions 

D. AWS Direct Connect 

Correct Answer: C 
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QUESTION 4

A company\\'s information security manager is supervising a move to AWS and wants to ensure that AWS best
practices are followed. The manager has concerns about the potential misuse of AWS account root user credentials. 

Which of the following is an AWS best practice for using the AWS account root user credentials? 

A. Allow only the manager to use the account root user credentials for normal activities. 

B. Use the account root user credentials only for Amazon EC2 instances from the AWS Free Tier. 

C. Use the account root user credentials only when they alone must be used to perform a required function. 

D. Use the account root user credentials only for the creation of private VPC subnets. 

Correct Answer: C 

The AWS best practice for using the AWS account root user credentials is to use them only when they alone must be
used to perform a required function. The AWS account root user credentials have full access to all the resources in the
account, and therefore pose a security risk if compromised or misused. You should create individual IAM users with the
minimum necessary permissions for everyday tasks, and use AWS Organizations to manage multiple accounts. You
should also enable multi-factor authentication (MFA) and rotate the password for the root user regularly. Some of the
functions that require the root user credentials are changing the account name, closing the account, changing the
support plan, and restoring an IAM user\\'s access. 

 

QUESTION 5

A company runs many Amazon EC2 instances in its VPC. The company wants to use a native AWS security resource to
control network traffic between certain EC2 instances. 

Which AWS service or feature will meet this requirement? 

A. Network ACLs 

B. AWS WAF 

C. Amazon GuardDuty 

D. Security groups 

Correct Answer: D 

 

QUESTION 6

An ecommerce company wants to provide relevant product recommendations to its customers. The recommendations
will include products that are frequently purchased with other products that the customer already purchased. The
recommendations also will include products of a specific color and products from the customer\\'s favorite brand. 

Which AWS service or feature should the company use to meet these requirements with the LEAST development
effort? 

A. Amazon Comprehend 
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B. Amazon Forecast 

C. Amazon Personalize 

D. Amazon SageMaker Studio 

Correct Answer: C 

Amazon Personalize is a service that provides real-time personalized recommendations based on the user\\'s behavior,
preferences, and context. It can also incorporate metadata such as product color and brand to generate more relevant
recommendations. Amazon Comprehend is a natural language processing (NLP) service that can analyze text for
entities, sentiments, topics, and more. Amazon Forecast is a service that provides accurate time-series forecasting
based on machine learning. Amazon SageMaker Studio is a web-based integrated development environment (IDE) for
machine learning. 

 

QUESTION 7

A company needs to perform an audit of recent AWS account activity. The audit will investigate who initiated an event
and what actions were performed. 

Which AWS service should the company use to meet these requirements? 

A. AWS Config 

B. Amazon Rekognition 

C. AWS CloudTrail 

D. Amazon Simple Notification Service (Amazon SNS) 

Correct Answer: C 

 

QUESTION 8

Which AWS service allows for file sharing between multiple Amazon EC2 instances? 

A. AWS Direct Connect 

B. AWS Snowball Edge 

C. AWS Backup 

D. Amazon Elastic File System (Amazon EFS) 

Correct Answer: D 

Explanation: Amazon EFS provides shared file storage for use with compute instances in the AWS Cloud and on-
premises servers. Applications that require shared file access can use Amazon EFS for reliable file storage delivering
high aggregate throughput to thousands of clients simultaneously. 

 

QUESTION 9
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Which AWS service or feature improves network performance by sending traffic through the AWS worldwide network
infrastructure? 

A. Route table 

B. AWS Transit Gateway 

C. AWS Global Accelerator 

D. Amazon VPC 

Correct Answer: C 

"Improve application availability, performance, and security using the AWS global network" 

Reference: https://aws.amazon.com/global-accelerator/ 

 

QUESTION 10

A retail company is building a new mobile app. The company is evaluating whether to build the app at an on-premises
data center or in the AWS Cloud. Which of the following are benefits of building this app in the AWS Cloud? (Select
TWO.) 

A. A large, upfront capital expense and low variable expenses 

B. Increased speed for trying out new projects 

C. Complete control over the physical security of the infrastructure 

D. Flexibility to scale up in minutes as the application becomes popular 

E. Ability to pick the specific data centers that will host the application servers 

Correct Answer: AD 

 

QUESTION 11

A company plans to migrate its application to AWS and run the application on Amazon EC2 instances. The application
will have continuous usage for 1 year. Which EC2 instance purchasing option will meet these requirements MOST cost-
effectively? 

A. Reserved Instances 

B. Spot Instances 

C. On-Demand Instances 

D. Dedicated Hosts 

Correct Answer: A 
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QUESTION 12

A company wants to minimize network latency between its Amazon EC2 instances. The EC2 instances do not need to
be highly available. 

Which solution meets these requirements? 

A. Use EC2 instances in a single Availability Zone. 

B. Use Amazon CloudFront as the database for the EC2 instances. 

C. Use EC2 instances in the same edge location and the same Availability Zone. 

D. Use EC2 instances in the same edge location and the same AWS Region. 

Correct Answer: A 

Using EC2 instances in a single Availability Zone is a solution that meets the requirements of minimizing network
latency between the EC2 instances and not needing high availability. An Availability Zone is a physically isolated
location within an AWS Region that has its own power, cooling, and network connectivity. EC2 instances within the
same Availability Zone can communicate with each other using low-latency private IP addresses. However, EC2
instances in a single Availability Zone are not highly available, because they are vulnerable to failures or disruptions that
affect the Availability Zone 

 

QUESTION 13

A company has multiple AWS accounts that include compute workloads that cannot be interrupted. The company wants
to obtain billing discounts that are based on the company\\'s use of AWS services. 

Which AWS feature or purchasing option will meet these requirements? 

A. Resource tagging 

B. Consolidated billing 

C. Pay-as-you-go pricing 

D. Spot Instances 

Correct Answer: B 

Consolidated billing is an AWS feature that allows users to combine the usage and costs of multiple AWS accounts into
a single bill. This enables users to obtain billing discounts that are based on the company\\'s use of AWS services, such
as volume pricing tiers, Reserved Instance discounts, and Savings Plans discounts5. Resource tagging is an AWS
feature that allows users to assign metadata to AWS resources, such as EC2 instances, S3 buckets, and Lambda
functions. This enables users to organize, track, and manage their AWS resources, such as filtering, grouping, and
reporting. Pay-as-you- go pricing is an AWS pricing model that allows users to pay only for the resources and services
they use, without any upfront or long-term commitments. This enables users to lower their costs by scaling up or down
as needed, and avoiding over-provisioning or under-utilization. Spot Instances are spare EC2 instances that are
available at up to 90% discount compared to On-Demand prices. They are suitable for workloads that can tolerate
interruptions, such as batch processing, data analysis, and testing. Spot Instances are allocated based on the current
supply and demand, and can be reclaimed by AWS with a two-minute notice when the demand exceeds the supply. 
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QUESTION 14

Which benefits can customers gain by using AWS Marketplace? (Select TWO.) 

A. Speed of business 

B. Fewer legal objections 

C. Ability to pay with credit cards 

D. No requirement for product licenses for any products 

E. Free use of all services for the first hour 

Correct Answer: AB 

AWS Marketplace is a digital catalog that offers thousands of software products and solutions from independent
software vendors (ISVs) and AWS partners. Customers can use AWS Marketplace to find, buy, and deploy software on
AWS. 

Some of the benefits of using AWS Marketplace are: 

Speed of business: You can quickly and easily discover and deploy software that meets your business needs, without
having to go through lengthy procurement processes. You can also use AWS Marketplace to test and compare different 

solutions before making a purchase decision. 

Fewer legal objections: You can benefit from standardized contract terms and conditions that are pre-negotiated
between AWS and the ISVs. This reduces the time and effort required to review and approve legal agreements. 

 

QUESTION 15

A company wants to use machine learning capabilities to analyze log data from its Amazon EC2 instances and
efficiently conduct security investigations. Which AWS service will meet these requirements? 

A. Amazon Inspector 

B. Amazon QuickSight 

C. Amazon Detective D Amazon GuardDuty 

Correct Answer: C 
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